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Introduction

Since most networks are connected to Web worldwide, a secure connection is an extremely
important task for any webmaster nowadays. Concerning the security, the two most
important aspects are as follows: First, you have to protect the network against external
intruders to prevent then from causing damages by destroying both, public or internal
information. Second, you must prove a prompt and stable access to all services for internal
network users but prevent them from abusing network resources by any activities that might
not be in accordance with their job description or even might be against the law.

Computers and any other hardware devices or software tools protecting networks are called
firewalls. You can divide firewalls into two basic categories, hardware and software.
Hardware firewalls are specialized devices usually equipped with proprietary systems. The
hardware firewalls are obviously inserted between Web connector and the internal network
and any Web communication goes through them. Thus the communication is under the full
control of the firewall and it can be cancelled in the case of any attack suspicion or violence
the communication rules. The hardware firewall configuration is a complex task for a
webmaster requiring a perfect understanding of the issues and also some experience in
dealing with them.

The second category are the software firewalls. These are the regular PCs with extra
network adapters. The software firewalls are being located at the same positions as the
hardware ones within a network, i. e. one adapter connects a firewall with the internal
network and the second one with Internet (using the ISP* network). A PC needs to be
equipped by an operating system with a communication module providing the communication
between Web and the internal network. This communication can be monitored, logged,
analyzed and filtered by special applications against any unwanted data exchange. Microsoft
ISA Server, version 2006, is one of the software firewalls. You can administrate it by GUI in a
very simple way. The initial settings are typically made by predefined templates and there are
many how-to's allowing you to set some more services and rules. The support of networks
based on Microsoft Windows Server systems should be considered as a big advantage of
the ISA Server. Furthermore, the integrated support of the Active Directory service allows
you to set the communication based on existing user's accounts or objects from the Active
Directory. The VPN built-in support allows a safe connection between the internal network
and a remote Web user.

This handbook is dedicated especially for both elementary and secondary schools network
administrators with minimum or no experience with firewall administration. It will allow you to
understand the base firewall principles and functions and to install, set and administrate the
Microsoft ISA Server in order to increase the school network security, to protect the network
against student's abuse and to lower the expenses dealing with the network security.

1 ISP = Internet Service Provider
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Microsoft ISA Server 2006

Microsoft ISA Server 2006 is the software designed for building a secure Web gateway from
stations with operating system Microsoft Windows Server 2003.

A First, the ISA Server can protect the internal network against spurious
communication and against targeted attacks and it controls the user's access from
the internal network to Web. Different user groups can be enabled or disabled to
use some Web or particular Web server's services (Web access, e-mail).

A Second, the ISA Server can make available (or public) some internal network
services for Web users. If a school or a company has an own Web server or mail
server, these services can be used for subject presentation, internal mailing,
communicating with Web users and maintaining user's mailboxes.

A Third, the ISA Server can be used for WebCache service. You can configure your
ISA Server so that it can hold the contents of the Web pages being accessed from
the internal network in it's memory for some time period. If any user requests
pages being stored in the WebCache memory during this period, he will be
supplied with it promptly. This is a method how to save the transmission capacity
of the Web lines and to reduce the Web response time for users.

A Last but not least, you can easy set your ISA Server as an integrated VPN
gateway for secure remote connections to the internal network. If needed, these
connections can be encoded and their control is performed by means of the user
accounts or groups in the Active Directory. A remote user can access his private
data on the server such as files with training courses etc. A VPN gateway also
enables transparent network connections (schools, offices etc.), however this
discussion goes above the frame of this handbook describing just common school
networks.

g (LAN)
@ @ ISA server Internet

Figure : How to locate the ISA Server

There are two editions of the Microsoft ISA Server 2006. The Standard edition is designed
for users needing to protect their network typically by one firewall. On the other hand, the
Enterprise edition is designed for large companies administrating several groups (or fields) of
firewalls. Each field can be located in a separate part of the network (a complex network
infrastructure with high degree of security) and these fields can be composed from more than
one firewall with identical functionality in order to distribute the network load among several
machines. This handbook discusses just the Standard edition of the ISA Server typically
designed for small networks.
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ISA Server as Firewall

A firewall is a device residing between several network segments representing a
communication gateway. We will be discussing two networks in this handbook i such as you
can see on Figure 1. The firewall is set according to the communication rules just to enable
granted communication between two network segments.

ISA Server 2006 plays the role of a firewall. After installing the firewall, no communication is
allowed between networks in the default status. If you place the firewall according to Figure
1, no Web access would be allowed to any internal network user. However, no internal
communication would be affected by the firewall. There are three types of ISA Sever firewall
filtering: packet filtering, statefull filtering and application-layer filtering.

A Packet filtering handles the information in the packet headers. An arriving packet is
opened by ISA Server on the network interface and the IP address and both sender
and receiver port numbers are found. This information is compared with defined rules.
If there is a rule enabling the communication, the packet is being sent to the
destination user. If there is none, the packet is deleted.

A Statefull filtering is used for a more complex network communication restriction. The
ISA Server checks the correct communication process based on TCP protocol. There
are several states in the TCP (establishing the connection, communication, closing
the connection). The different TCP packet types represent different connection
phases (states). So the ISA Secret checks the correct connection establishing and
closing and packets are deleted on any wrong communication (i. e. possible attack).

A Application-Layer filtering performs communication checking and filtering based on
application protocols. Most application level attacks can not be avoided by packet or
statefull filtering. An application filter checks the packet body according to some
protocol (for instance HTTP, POP3, or SMTP). Web server functionality might be
invaded and restricted by some intentionally incorrect HTTP message. HTTP
application filtering can be used for instance for detecting and blocking the Web
communication containing defined key words or transferring the disabled file types
(files with illegal postfixes).

ISA Server and Secure Web Access

You can use the ISA Server to secure the communication between the internal network users
and Web. For this purpose, any communication between clients and Web should pass
through the ISA Server. Then the ISA Server represents a proxy between the internal
network client and the Web server.

Assume that all client requests are being sent to ISA Server. They would be then forwarded
to Web and appropriate replies would be accepted and passed back to the internal network
clients. In such case, no direct connection between the internal network client and Web
server is needed and the client's and the internal network configurations are invisible from
Web. Furthermore, the requests and replies can be filtered and blocked by ISA Server
according to user names, IP addresses, states, contents, or time schedule. You can also
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assign selected services (Web, mail) to particular users according to rules defined by the
administrator on selected Web servers.

You can also use the ISA Server as Caching server. Cache is a temporary store for often
used objects and URLs from Web servers. Caching may increase the performance when
returning the information stored in cache rather than searching in on Web. For instance, if
you need data from a Web server you send the request to ISA Server. If the requested page
is not stored in the server cache, the appropriate Web server will be contacted and the reply
will be sent both to requesting user and it will be also stored into cache (which may be
physically the computer memory or space on a hard disk). Any further requests for the same
page will be provided using the ISA Server cache until it gets out-of-date. This helps you to
save the Web lines transmission capacity and also the Web response time for users will be
reduced.

Publishing the Web Services by the ISA Server

You often have to make available the internal network resources for anonymous or known
users. The most common example of such access is a presentation of a subject residing on
the internal network Web server. Next, some subjects need access at least to the e-mail
communication with remote domains. There are special firewall rules for such purpose.

One of the publishing rules is the rule for publishing the Web server. ISA Server is then
waiting for Web client's HTTP requests on it's Web interface. These requests are then being
sent to Web Web server if they are in accordance with the rule. Then, the Web server
response is returned back to the Web request sender.

The Web server publishing rules provided by the ISA Server can be applied just on a single
internal network Web server. You can also use these rules for hiding the internal Web
servers structure so that multiple Web servers can appear as a single presentation on a
single server to the Web users. The Web server publishing rules are also able to publish a
multiple presentations from more than one server on a single external IP address using the
standard Web server port 80.

The obvious feature supported by ISA Server is also using the HTTP application filter for
tracing the application level communication and a communication support between Web
client and ISA Server, between ISA Server and internal Web server, and between both ones
providing HTTPS encrypted connection. If you publish for instance internal Web server with a
company information system that should be available just for internal users, you can
configure the ISA Server so that it asks user's authentication providing user name and
password. The identity of such user is mostly checked providing the Active Directory service
and it can be forwarded to avoid a new logging in to the destination server running the
information system.

ISA Server also offers many wizards for publishing the common services. For instance, a
wizard for publishing the access to mail server can simply make available the Microsoft
Exchange 1 OWA (Outlook Web Access) Web interface by creating a particular rule for
publishing OWA to make available the Exchange Server from Web. Other wizards gives you
simple rules for a firewall to enable the mail server accept the messages from Web or enable
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the mailbox owners to access their mailboxes from their homes using the mail clients and
protocols such as IMAP and POP3.

For publishing other non-Web server services, the rules of server publishing are used which
are more simple when comparing with the complex rules of publishing the Web services. As
for the rules, no authentication or publishing multiple servers on a single port are allowed. As
an example how to publish the protocol of the remote desktop (RDP) of the internal server for
remote administration, the port 3389 is enabled on the ISA Server web interface. When a
connection of a Web user client to ISA Server is established, the communication is forwarded
to the published internal network server. If you want to publish another server or host by the
same RDP protocol, you should make it on some nonstandard port of the ISA Server. These
server publication rules also do not support authentication and access control based on the
user name. The authentication is performed by application protocol. The RDP authentication
would be performed by entering user's name and password on the log-in screen after
connecting the client to the remote desktop, i. e. after enabling the communication by ISA
Server and establishing the connection with the destination service.

ISA Server as VPN Gateway

Publishing the internal network resources on Web might be insufficient sometimes. Some
companies want to make available all network resources for authorized users. VPN is a
secure network connection between a Web client and the internal network. The connection is
implemented on public Web network. Even if a packet of the VPN connection would be
captured, it would remain illegible for an unauthorized person. This is a client-server
connection type.

Second, the VPN gateway allows multiple networks connection, such as two separate offices
of a company. This connection can be established on request to communicate from one
office to another or it can be permanently active. The VPN tunnel connection between two
networks is encrypted and authenticated due to security as well. This is a server-server
connection type.

Both above mentioned ISA Server VPN connection alternatives can be used, i. e. a remote
client connecting and multiple networks (company offices) connection. Then, the rules
allowing the communication between remote clients would be less restrictive when
comparing with the Web communication rules. Or there might be even no communication
restrictions at all between VPN Web client and the internal network.

ISA Server History

Microsoft Proxy Server

The first member of the ISA Server product line was Microsoft Proxy Server placed on the
market in 1996. This was a server making available Web for the internal network clients. It
worked as cache server and, involving Winsock proxy, it enabled access to Web not only for
Web browsers but also for other applications.
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In 1999, an enhanced Microsoft Proxy Server 2.0 was placed on the market. It supported
multiple server fields so that the internal network client requests could be spread to particular
servers in a field. Web availability was also improved. In case of a server black-out, other
servers were able to process the requests. Next, as different Web pages were stored on
each server, also the cache feature was improved. The cache was distributed over all
servers representing a single logical cache. Besides HTTP, the FTP protocol was involved
and also reverse caching was introduced in order to store the internal network Web server
requests given from remote clients.

Microsoft ISA Server 2000

Next product version became a new hame. A lot of new or improved features of the ISA
Server 2000 expanded far behind the normal proxy server definition. Also a high quality
firewall solution was added to former proxy and cache functions of the ISA (Web Security
and Acceleration) Server 2000.

Except the ISO/OSI model multilevel network, transport and application layer filtering
(packet, statefull and application filters), ISA Server 2000 supplied many new features. They
include:

A AD integration T ISA Server can cooperate with the Active Directory database. The
firewall rule definitions can be based on users and user groups provided by Active
Directory.

A VPN integration i ISA Sever can be used as a server for remote VPN clients or as a
VPN gateway of another remote network (office).

A Attack detection i This function observes the communication attempts and informs
about any possible attack trials, such as remote ISA Server port scanning.

A SecureNAT clients support i allows to exploit the ISA Server services to the hosts
not having installed a firewall client.

A Monitoring and Reporting i ISA Server allows to trace performance and generates
reports on ISA Server exploiting.

A Email screening i Tracing and filtering the communication between Web and the
internal network email server. However, this tracing was abandoned in the recent
versions and ISA Server 2006 does not support this feature any longer.

Microsoft ISA Server 2004

ISA Server 2004 supplied a new, more transparent user interface. There are some important
improvings when comparing with ISA Server 2000:

A Multiple networks support i The ISA server administrator can define multiple
networks represented by hosts in multiple LANs. The rules of legal communication
are then set between those networks.

A Networks route and NAT relation i The Network Address Translation (NAT) allows
the communication initiated from one network to another. This involves the identity
hiding by ISA Server. The routing is performed by standard packet relay (as it is done
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on routers). The communication can be initiated from both networks and it is
transparent i the network identity is not hidden. When comparing with ISA Server
2000, the communication performed by routing is under full control of the ISA Server
and it is filtered, too.

A VPN Clients Network i The clients being connected to ISA Server through VPN
channel are not a part of the internal network; they are involved in a special VPN
clients network. Their communication with the internal network is a network i network
type of communication that is under full ISA Server control and filtering.

A VPN Quarantine i It protects the internal network against dangerous VPN clients
that can be any host worldwide. This is the reason why you can place any client to
guarantine firstly a verify them. The verification can include detecting the installed
antivirus, i t 6s v egatewaypverifying(e pat af Windews XP $P2 e wa | |
or any third party producers) or any other verification. The internal network access of
clients that fail to pass the quarantine can be limited.

A HTTP application filtering based on rules i Setting the HTTP filter is not only the
global ISA Server level, but it may be configured also for the particular rules. Different
filters can be used for any particular users or for different destination Web servers.

A Executable files HTTP filter blocking i A HTTP filter can be set to block the
executable files HTTP transmission disregarding the file postfix.

A Connectivity verification 1 Some hosts and services such as Active Directory, DNS,
or Web server may be verified by ISA Server. If a problem appears, the administrator
is informed by email or so.

A Report issue i Automatically generated ISA Server reports may be stored to a
shared folder on some server.

A Logging to MSDE database i This is the default form of the log-in file. The log-in
information can be displayed simply by a database query assembled in a ISA Server
console.

A Administrative role i The selected users can be assigned some roles of the ISA
Server 2004 administrator. The users can be provided access to tracing the ISA
Sever functions this way without changing the server configuration.

A OWA form-based authentication i It is a secure way for obtainingtheu s er 6 s
sensitive log-in information from Active Directory for logging in on Exchange mail
server interface from Web public environment.

A Import and export settings i Any components of ISA Server setting or a complete
setting can be retrieved or stored from/to an XML file. You can backup any
configuration or transmit it to other server this way.

Microsoft ISA Server 2006

ISA Server 2006 is the most recent representative of the Microsoft ISA Server product line in
this moment. Some new functions and improvings when comparing with 2004 version are as
follows:
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Web-Farm load spreading i ISA Server 2006 is able to publish the Web server farm
(the servers with the Webmsguestsoarethenrspread . The cl i
equally among particular internal Web servers.

Web server form-based authentication i Using a secure authentication is not
limited just by the OWA (Outlook Web Exchange) service, but it may be used for any
Web server access authentication. A password changing option was added to this
type of authentication and a multiple delegation of authentication was added to the
ISA Server.

The original wizard improving i It allows publish the newer types of services, such
as Exchange 2007 or Share Point.

Single Sign-on T It makes available different Web servers requesting authentication
without useroés individual authentication on e

Improved overload detection i It provides an improved ISA Server protection
against overloading by a great number of false connections.

LDAP authenticationi Itall ows t he | SA Server to verify th
Active Directory even in case when the ISA Server is not a member of the domain.

ISA Server Base Concepts

All hosts are divided into multiple networks by ISA Server. The internal network is defined
like the range of IP addresses applied for the internal network hosts. The internal network will
often use some of the IP protocol ranges designed for a local use:

Class | First address Last address Default netmask | Default netmask shortcut
A 10.0.0.0 10.255.255.255 255.0.0.0 IP_address/8

B 172.16.0.0 172.31.255.255 255.255.0.0 IP_address/16

C 192.168.0.0 192.168.255.255 | 255.255.255.0 IP_address/24

Table : Private IP address ranges
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192 168.0.1 Extermal Metwork

(Internet)

Internal Network
192.168.0.0/24

83.112.221.3

ISA server
Localhost Metwork

VPN clients
182.168.1.0/24

VPN guarantined clients

192.168.1.0/24

Figure : Default ISA Severs networks

ISA Server contains some predefined networks. Their meaning summary is Table 2.

Localhost Localhost represents ISA Server itself.

Internal network Internal network includes hosts with the administrator defined
addresses during the ISA Server installation. It is a trusted
network protected by ISA Server against Web attacks. ISA
Server is also connected to this network by a single network
interface with defined IP address from the private network
range.

External network External network is not defined by any IP address range, but
it includes anything that is not defined anyhow. A single ISA
Server interface provides connection to the external network
(i. e. Web or ISP network). The external ISA Server interface
IP address is typically being set according to the agreement
with the ISP.

VPN clients network VPN clients network includes all hosts that are connected by
means of the VPN connection to the ISA Server. The VPN
clients network IP address range should not match the
internal network range or any other network created by the
administrator.

VPN quarantined clients VPN quarantined clients includes VPN clients that have not
passed through the quarantine check if it was requested.

Table : Default ISA Server Networks

Network Rules

The communication within a single network, for instance the internal one, proceeds
autonomously, i. e. independently on the ISA Server. On the other hand, the communication
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between two networks should be performed using the ISA Server. There should be a rule
running the communication between two networks using the ISA Server.

A communication from internal network to external network (using access to a Web server on
Web) can serve as an example of such communication, or it can be a communication from
internal network to localhost (for instance a remote control of the ISA Server from the
admini stratordos workstation).

The NAT Network Rule

The first network rule type is the NAT rule. It is the one-way rule, which means that the
communication can be initiated only from one network to another. A network address
translation (NAT) is performed by the ISA Server, which hides the identity of the network
from which was the communication initiated.

The process of such communication for the case of the NAT rule from internal network to
external network is shown on Figure 3. A request will be sent from an internal network host to
a Web server for instance. As the ISA Server provides the Web gateway, the request will be
sent from the host to ISA Server. Since the ISA Server performs the NAT, the sender field
will be replaced by ISA Server external adapter IP address in the IP packet. Because it can
be reached from Web, the request will be made for the Web server. As it receives the
request for some information, a response will be assembled while sending it back to the
sender. Since the Web server received the request from ISA Server, the response will be
addressed to it. The firewall service should find out the record on the original communication
initiator after ISA Server receives the response. As for the Figure 3, in this case it was host
named Pcl which will be delivered the response from ISA Server. The received page will be
then displayed by the Web browser on Pcl.

&I, 192 168,00, 100:8823 ot 1 2 &P, B83.112.221,3:5569
requ - uest
dest. WWW.msn.com:&0 ‘:‘ dest wWww_men_com:&0 =

192.168.0.0/24 (Internet)
Pci '
192 168.0.100 ISA server WWW.MSN.Com
Localhost Metwork
SIC. www. msn.com: &0 ’ \ SrC. WWW_MSn_com:80
dest. | 192 168.0.100:8823 4 3 dest. | 83.112.221.3:5569 -

Figure : NAT communication

This rule type is mostly used between the internal network and Web. Partly for internal
network identity protecting, partly that the NAT mechanism makes available Web for clients
with private IP addresses being used in the frame of the internal company network. Since
any server would be able to deliver the response on a non-public address, the private IP
addresses can not be used on Web.
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The Route Network Rule

The second network rule type is the Route rule. This rule allows the communication between
networks that can be initiated from any network. Since the addresses are not translated, the
sender field would not be changed along the whole path up to the destination place.

For the communication showed on Figure 4 is necessary to have a public IP address unique
in the whole Web for the internal network Pcl sender. Companies are mostly assigned an IP
address space that is too small to cover the whole internal network for a company because
of the entire lack of the IP addresses worldwide. This problem caused that a massive NAT
has been applied and it also forced the new IP protocol solution called 1P6.

are, 82 100.5.10:0:3325 et b 2 - SrE. B2 100.5.100:3325 et
dest. WWW.msn.com:&0 s ‘:‘ dest wWww_men_com:&0 =

Internal Network 82.100.51 831122213 External Netwo

82.100.5.0/24 (Internet) |

Pci L
82.100.5.100 ISA server www-men.com

Localhost Metwork

SIC, W, msn.com: &0 - \ SrC. WWW_msn_com:80
response response
dest. 82.100.5.100:3325 4 3 dest. | 82.100.5100:3325

Figure : The Route Communication

Routing the communication between the internal network and Web would not be a typical
example of the Route rule. It is mostly used on setting the communication between different
segments of the company network. As a classical example, le t 6 s a ¢tomrkuaication
between internal network and VPN clients network using the Route rule. These networks
mostly apply the Route rule type between each other. Routing can be also applied on private
networks that are not configured with public IP addresses.

Behind the Network Rules

The fact of the network rules attendance between two networks is not sufficient for starting
the mutual communication between hosts. This condition is just one of the necessary
conditions for the communication. The network rule states what kind of communication
access will be applied: routing or NAT. In case of Nat, the communication can be started just
in a single direction and ISA Sever has to keep the information about the host where should
be returned the responses. Firewall access rules have to be still defined for the
communication permission.

Firewall Rules

Firewall rules provide the communication permission between hosts in different networks. If
| SA Server receives iaterface,dt wiklde openmed a thereecesséry i t 0 s
sender, receiver and protocol information etc. will be retrieved from the packet. The
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information will be consequently compared with the firewall rules according to their order.
The first rule matching the given communication will be applied to enable or disable the

communication.
Each rule may look like this:

1. Action T enable or disable communication

2. Protocol i communication according to a specific application protocol (HTTP,

DNS, POP3, or RDP)

Sender T network, IP address or any item to identify the sender

3
4. Receiver i network, IP address or any item to identify the receiver
5

Time schedule T it specifies if the particular rule is applicable in the given time

6. User 1 user or user group the rule is valid for

If a rule is found that matches the communication according the points 2 through 6 of the
previous enumeration, the action in the point 1 is applied to enable or to disable the

communication. If there is none, the communication is disabled automatically.

How to Locate ISA Server in a Network

Including the ISA Server into the company network gives you a choice from a few options.
The particular options vary from each other by internal network security level, configuration

compl exity, admini st r armpemdstioreandrmaintenanceccests| e v e |

demand.

A simple solution with a single firewall on the internal network and Web boundary would be
sufficient for the simple school networks. This solution is typically called Edge Firewall. The
same name is used for the adjusting template in the ISA Server administrative console.

So the Edge Firewall is standing on the common internal network and Web boundary as the
only company network firewall. If a company network is connected to Web, there is mostly a
router on this location that supplies connection to Web for the internal network hosts

providing NAT. If you substitute this router by ISA Server 2006, you make Web available this
way and furthermore, you configuration may be improved and more secure.

ISA server

‘%ntemal Metwork

Figure : Edge firewall

Internet

Q

Remote
user

Figure 5 shows the Edge Firewall. Since ISA Server works as router and firewall, it should be
equipped with at least two network adapters. This arrangement will be discussed in this

handbook.
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A more comprehensive security solution is shown on Figure 6. Here the ISA Server is

provided by three network adapters. The first one is designated for Web connection, the

second on is for internal network, and the third is for the demilitarized zone, where are placed

the servers that should be available from Web. The rules of such solution are defined to
enabletheWebuser 6s communi cati on wlitarired Zzoheavitheut r ver s i n
having access to servers or hosts in the internal network.

Demilitarized fone

K.
5

Figure : 3-leg firewall

Internet

Another solution of the demilitarized zone is shown on Figure 7. ISA Server is used for back-
end firewall and also ISA Server or any other firewall can be used for front-end. The
demilitarized zone is partially available from Web similar to the previous solution, while the
internal network is protected by two firewalls.

@ Internal Network Demilitarized
& @ Back-and ISA

Figure : Back-end and front-end firewalls

Front-end fi Internet
(1S AMw)

Assigning ISA Server to a Domain

ISA Server can work as an Active Directory domain member server or as a stand-alone
server in a working group.

ISA Server Clients

Third chapter will be closed by a short list of how to set the clients for using the ISA Server
access to Web in the internal network.

A Web-Proxy clienti a h o s t Webbroviser (for instance Web Explorer) is set to
use the proxy server. This proxy server is set on ISA Server address.
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A SecureNATclientit hi s cl i ent 6s | Bothatdhe flefagtgateavayison i s s
ISA Server. Any communication outside the LAN is being sent to ISA Server.

A Firewall client i a host running a special client application providing the secure
communication with ISA Server.

Any client type has itbés advantages and drawback
single host simultaneously. This configurationi n ¢ | u dadvaegtages tara@ sirawbacks will
be discussed in the chapter describing the ISA Server clients.
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ISA Server Installation

Preparing the Installation

Prior the ISA Server installation itself, some steps need to be performed just to understand
the current network architecture, to get planned a new ISA Server solution, and to consider
the Web services availability for internal network users. The goal is not just to state the
communication rules for particular user groups, but to set the infrastructure to make the
allowed services available for users. An internal network host should have a correct TCP/IP
interface configuration while having access to translation the DNS names to IP addresses.

1. Current network mapping 1 this is the first step allowing understanding the
current network architecture and supplying the necessary information. You should
have an overview about what IP addresses are being used in the internal network
and information about relevant servers in
at how the workstations are configured (DHCP Server) and how the DNS names
translation to IP addresses is performed (DNS Server).

2. Necessary network changes i Some changes of the ISA Server should be
performed for launching it. For instance, all internal network hosts should be re-
configured to use the ISA server for communication with Web. Next, you may
want to provide an access to the name-to-IP-address translation and to ensure
the access to the servers published on internal network based on the DNS
company names for the Web users.

3. Access to Web 1 Prepare a draft of rules that you would use for the firewall
access rules later. These rules should include user groups with access to Web
including lists of available servers and applicable services.

4. Client configurations i A decision based on retrieved information should be
done about what client access type to ISA Server will be used. Each client type
has advantages and drawbacks and they are not exchangeable with each other.
This is the reason why you have to understand the particular client types and to
know when they can be used.

Network Infrastructure

Some other network services should support the ISA Server for correct function of the whole
network. You have to configure the following services correctly:

A DNS
A DHCP

A Active Directory
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DNS

Retrieving the IP address from the domain hame (which can be entered by a user to network
browser for instance) is a necessary feature for connecting clients to the Web resources. If
you decide to publish some internal network services on Web, there should be a way how to
gain the correct IP address which can be used for connecting to some published server for
Web users.

Using Internal DNS Server A lot of companies have their own DNS server in their internal
network which can be configured to be able to translate the Web domain names, too. If there
is the Active Directory service installed in the company network, the DNS service is mostly
running on the domain controller. This service cares for the domain zone name translations.
Thus, if a domain controller administrates a zone school.com for instance, a DNS server for
translating name translation for the zone school.com is running on the domain controller.

This DNS server can be configured so that it would be able to translate other Web names

b esi dewndontaid sames, too. Thus you should set forwarding the requests to

translate the Web names to some other DNS server on your internal DNS server, typically to

the | SP6s DNS server. The internal domain name
You should use the following process to configure your DNS server for forwarding the

requests:

1. Run the DNS console from the Administrative Tools on the domain controller or on
another server.

2. Click the right mouse button on the server name located in the left part of console and
choose Properties.

3. Choose the pane Forwarders, fill the DNS Server IP address into the appropriate field
and click the button Add. You will get to know the DNS server IP address from your
ISP.
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4.

Using External DNS Server
the direct using of the Web DNS server. This is used typically if

can

DC1 Properties d |
Debug Logging | Event Logaging I tanitoring I Security I
Interfaces Faonwarders | Advanced I Foot Hints

Forwarders are servers that can resolve DNS guenes not answered by this
zerver. Fonward queries for names in the following DMS domains.

DMS domair:

All other DMS domains

Hew. .
Hemove |
To add a forwarder, zelect a DS domain, type the forwarder's IP address
below, and then click Add.
Selected domain's forwarder [P address list:

| Add

3110037 Hemave

s

]e]

[ @

Mumber of zeconds before forward quenes time out; |5

[ Do not uge recursion for this domain

g

Ok, I Cancel | Apply |

Figure : DNS forwarding settings

Click the button OK and close the DNS server console.

an

wor k as a DNS proxy server.

artners in Learning

The second option how to translate the domain names is

organization
own DNS server for instance. When using a Web-Proxy client or firewall client, ISA server

Thi s
the Web DNS names might be set on the external adapter in the ISA Sever IP configuration.
Thus, the ISA Server will be able the Web-Proxy name translation and firewall clients can
delegate the name translation to ISA Server.

ha

means t hat

Since no DNS proxy support is available on ISA server for the SecureNAT clients, they
should have set the DNS server on Web DNS server address in the IP configuration ( | SP 6 s
DNS server).

The

firewall access rul e al

owi

ng

DNS

communi

server should be set in both following cases: forwarding from the internal DNS server and
using the external DNS server by internal clients. You can use the setting template for the
initial ISA Server configuration which also contains this rule.

If you settle just for the ISA Server DNS proxy services (which is possible only when using
Web-Proxy or firewall client), you need not create the access rule for the DNS
communication because the Web names DNS translation is performed just by ISA Server
which is entitled for access to any DNS server in the default state.
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Active Directory

If you want to introduce some Web access restrictions based on user names or user groups
from the internal network, or if you want to introduce some access limitations for
unauthenticated users to published servers, ISA Server integration with Active Directory
domain is suitable. So, if the ISA Server is member of the domain, it can check the domain
users without any extra configuration.

However, ISA Server also offers options to authenticate the domain users in case that ISA
Server is not the domain member. You can use LDAP (Lightweight Directory Access
Protocol) or RADIUS standard (Remote Authentication Dial-In User Service) which is
implemented in the Windows 2003 server IAS (Web Authentication service).

If you want to use the Active Directory service for ISA Server, a DNS server IP configuration
with the internal domain zone has to be set on the internal ISA Server adapter (typically on
the domain controller IP address).

DHCP Service

The DHCP service is not necessary for ISA Server introduction, however it is recommended
for the network configuration of the internal network clients. The advantage of using the
DHCP server is easy client configuration which is made automatically. Thus, you easy set
the clients so that they can work with ISA Server or Web. If you change the Web DNS server
IP address or the default gateway address, you simply modify the DHCP server setting and
the clients hosts IP configuration will be also modified to suit to the new requirements at least
after restarting them.

DHCP server can also be used for clients configuration connected from Web through the
VPN channel. If you enable connecting the VPN clients on ISA server, it will ask DHCP
server for an IP address block to assign these addresses to VPN clients.

Preparing ISA Server

ISA Server 2006 Hardware and Software Requirements

The server for installing the ISA Server should follow the recommendations in the Table 3:

Operating System Windows server 2003 SP1 and higher
just the 32-bit operating system version is supported

733 MHz Pentium 11l or higher processor.

Processor
Memory 512MB of RAM or more is recommended
Hard Disk NTFS-formatted local partition with 150 MB of available hard-disk

space; additional space will be required for Web cache content.

Network adapter that is compatible with the computer's operating
system for communication with the internal network; one
additional network adapter, modem, or ISDN adapter for each
additional network connected to the ISA Server computer

Other Devices
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One additional network adapter is required for intra-array
communications for ISA Server 2006 Enterprise Edition integrated
NLB

CD-ROM or DVD-ROM drive

VGA or higher-resolution monitor

Keyboard and Microsoft Mouse or compatible pointing device

Figure : Minimum system configuration

Prior to Installation

A computer with the operating system Windows server 2003 will be needed for the ISA
Server installation matching the requirements in the Table 3. It is highly recommended to
update the operating system with all available patches and service packs prior to the
installation.

1. Server operating system update i you should update your system prior to ISA
Server installation.

2. Internal network interface settings 1 the internal network interface should be
configured by IP address and by the internal network mask. If the ISA Server is going
to be a member of the domain, you should configure the DNS server internal interface
item on the DNS server internal network (domain controller). If you use the DHCP
server on the internal network, you should make sure that the ISA Server internal
interface IP address will be removed from the IP address set assigned by the DHCP
server. You have to prevent the DHCP Server from assigning the ISA Server IP
address to another host.

a. Open Control panel and double-click Network connections

b. Select the adapter being used for the internal network. You can change the
connection name for more transparency, for instance Internal Network or LAN.

c. Open the connection properties, select the item Internet Protocol (TCP/IP) and
click the button Properties. Enter the IP address and network mask for the
internal adapter. Leave the field Default Gateway blank. If you want to
communicate with the domain controller, enter the domain controller (DNS
Server) IP address.
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" obtain an IP address automatically

—% Use the Follawing IP address:

IP address: [10.0 .0 .10

Subnet mask: [2s5. 0 .0 .0

Defaulk gateway; I

" Obtain DHS server address automatically

—{%" Use the following DMS server addresses:

Preferred DS server: I 0.0 .0 .1

Alternate DNI server; I

Figure : ISA Server internal interface settings

d. Save the settings and close Control Panes.

3. Connecting to domain i if you want to connect the ISA Server to a domain, it is the

right time now. The only condition is correct setting of the internal adapter according
to point 2 and domain controller availability over the internal network.

External network interface settings i you should pay a special attention to
connecting to Web. Concerning the security, a manual configuration is more
appropriate,y ou s houl dnét wuse t AseallnGwikservibdd CP
should be limited just on TCP/IP protocol, NetBIOS should not supported and DNS
registration should be disabled.

a. Open Control Panes and double-click Network Connections

b. Select the adapter being used for the external network. You can change the
connection name for more transparency, for instance Internet.

c. Check the connection properties. Uncheck all services and protocols that
need not be used on the external adapter, especially Client for Microsoft
Networks and File and Printer Sharing for Microsoft Networks. Leave the
Internet Protocol (TCP/IP) enabled.

-4 INTERNET Properties

General I Luthertication I Advanced I

21

Connect using:

B8 Intel 21140-Bazed PCl Fast Ethernet

Thiz connection uses the following items:

O El Clignt for Microsaoft Metworks

O .@ Wetwork Load B alancing

O B File and Printer Sharing for Microsoft Networks
Intemet Protocal [TCRAIR)

Inztall... | Wriirztall | Froperties |

Figure : Services limitation on external adapter

d. Select Internet Protocol (TCP/IP) and click Properties. Enter IP address,
network mask and external adapter network gateway. You can also set the
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DNS servers addresses. You can ask your ISP admin for this information. If
you choose to get IP settings assigned automatically, you have to change the
I SA S e SystenrPolisy after installing the ISA Server.

Internet Protocol {TCP/IP} Properties ed |

General |

‘fou can gek IP settings assigned autamatically if wour netwark supports
this capability, Otherwise, vou need to ask wour network administrator
for the appropriate IP settings.,

™ Cbkain an IP address automatically

—{%" Lise the Following IP address:

IF address: | 83 240, 13 . 135
Subnet mask: I 755 , 255 , 255 ., 224
Defaulk gateway: I 83 240 . 13 . 130

£ obtain DS server address aukomatically

—{% Usg the Following DS server addresses:

Preferred DS server: I 83 .240 . 2 .65

Alternate DMNS server: I 83 240, 2 ., 66

Advanced. ., |
QK I Cancel |

Figure : External adapter IP configuration example

e. Next, click Advanced in TCP/IP Settings.

f. Uncheck the Register this connection's address in DNS checkbox.

Microsft ISA Server 2006 T A School Guide Page 22



ers in Learning

Figure : Unchecking the DNS registration on the ISA Server external adapter

g. Select the WINS tab, uncheck Enable LMHOSTS lookup and check option
Disable NetBIOS over TCP/IP.
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